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1 Introduction

The current document is the second one in the series of three deliverables of the SLALOM project that
aims at proposing a specification for cloud Service Level Agreements (SLAs). The proposed SLA
specification refers to the core SLA document that incorporates metrics (as specific objectives or quality
attributes), parameters, rules as well as potential dependencies between rules. A JSON schema of the
proposed SLA specification is also included in the document (aiming to provide a machine-readable
format of the SLALOM proposition) along with practical examples of the proposed approach.

Comparing to the previous (initial) report, this document highlights and provides a concrete SLA
specification proposition addressing the following:

e SLA specification: Following the analysis and assessment (through concrete SLA examples) of the
structure of an SLA that was performed and presented in the previous report, this report provides
the proposed SLA specification in terms of “blocks” of information and the corresponding fields.
The work was based on the evolving ISO 19086-2 standard in terms of blocks and definitions for
different metrics, parameters and rules. SLALOM proposes the adoption of these blocks, while it
also proposes changes with respect to naming of specific elements as well as the inclusion of
additional blocks and components in the SLA specification.

e SLA metric definition: Development of a formula / function that allows any provider to specify any
metric included in an SLA (e.g. availability, response time, elasticity, etc.). The formula has been
applied to commercial SLAs (e.g. Amazon, Google, Microsoft) to demonstrate its applicability in
terms of providers and different SLA metrics. Furthermore, the proposed formula / function and
the corresponding complete SLA has been compiled into a machine-readable structural
representation (i.e. JSON format) and a set of examples using this representation have also been
developed.

The report is structured as follows: Section 2 provides the SLALOM proposed SLA specification, while
Section 3 focuses on the SLA metric definition function and Section 4 presents concrete examples that
showcase the applicability of the proposed function in different cases (both in terms of services and in
terms of providers). Alignment with ISO and concrete examples through JSON representations are
discussed in Section 5. Conclusions are drawn in section 6.

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 3
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SLA Specification

This chapter proposes the SLALOM proposed specification / reference model building on top of the
analysis performed with respect to standardization approaches and working groups outcomes, current

SLAs offered by commercial cloud providers, expressed views by cloud providers and adopters, and

research outcomes. This analysis was documented in the previous version of this report [1]. With

respect to the ISO SLA working group outcomes, the SLALOM SLA specification in summary:

Follows 1SO 3534-2 [2] in terms of the expression of metrics in different scales (such as interval,
ratio, nominal or ordinal).

Follows 1SO 19086-2 [3] in terms of the core blocks (i.e. metric definition, parameters definition,
rule definition) and the corresponding elements (e.g. ID, name, unit, scale, etc.) of the SLA.
Suggests changes to ISO 19086-2 for the naming of specific elements (e.g. referenceld is used both
for metricld for parameterld and for ruleld, while SLALOM proposes the use of different identifiers).
Suggests changes to ISO 19086-2 in order to include additional elements / components and blocks
such as the dependency of a metric with other metrics (e.g. availability of storage service and
dependency to latency or response time and dependency to bandwidth) and the importance of a
metric comparing to other metrics included in an SLA.

2.1 Main SLA Building Blocks

Following the I1SO 19086-2 SLA specification and the proposed SLA addition regarding the dependency
block, the proposed building blocks of the SLALOM SLA specification / reference model are the

following:

Metric: The metric block corresponds to the service metric / objective (e.g. availability). Each metric
is defined through standardized metric definitions, including the basic information that is necessary
to understand the measurement of a property to be observed.

Parameter: The parameter block links the metric with a set of parameters that need to be
accompanied with the metrics (expressing in detail each metric). Parameters include how the
metric has to be expressed (e.g. float, integer), what the customer should expect to observe from
the specific metric of the SLA, and how different aspects quantify the corresponding metrics.

Rule: The rule block refers to metric “constraints” (e.g. number of concurrent connections for a
number of users metric), as elements that are used to further constrain some parts of each metric
and indicate possible methods for measurement. Thus, for every metric there should be described
its proposed generalized rules, including all the potential cases through, such as if/while
statements, exponential increases in values, etc.

Dependency: The dependency block is introduced by SLALOM and aims at capturing the
dependencies between expressed metrics (e.g. response time and bandwidth).

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 4
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2.2 SLA Components

For each one of the building blocks defined in the previous section, the corresponding elements /
components are presented in this section.

2.2.1 Components used in all building blocks

There are specific components used for all building blocks, which refer to the following:

e |dentifier: A unique identifier used for each metric, parameter, rule and dependency.

e Name: The name of the corresponding element in each block (e.g. name of a metric or name of a
parameter, etc.).

e Definition / Expression: The definition (i.e. value) for each component / element. The definition can
also be provided through an expression.

e Unit: The unit for the specific element (e.g. seconds, bytes, etc.).

e Notes: A component allowing the provision of notes for the specific element.

2.2.2 SLALOM proposed amendments

Taking into consideration the ISO 19086-2 SLA specification, SLALOM specification proposed the
following changes:

e Addition of the gradeOfimportance component in the metric definition block, to define the metrics
importance within an SLA if more than one metrics exist.

e Addition of the consequenceOfViolation component for the rule definition block, to define the
potential consequence of violation on the service provisioning if the specific metric is violated.

e Use of unique name for each identifier to ensure their “uniqueness” instead of Id for all cases, thus
SLALOM proposes to use metricld, parameterld, ruleld, and dependencyld.

e Removal of the definition component, as it is considered to be redundant taking into consideration
the existence of the name and the note components of an SLA.

2.3 SLALOM SLA Specification / Reference Model

Based on the presented main building blocks (Section 2.1), the core components in each block (Section
2.2.1) and SLALOM proposed changes (Section 2.2.2) the proposed SLA Specification / Reference model
is the following:

Table 1: SLALOM SLA Specification / Reference model

metricld A unique identifier for the metric

name The name of the metric

unit The unit that will be used for expressing the metric (e.g. seconds, bytes)

scale Information on how the measurement value can be interpreted and what
sort of operations can be performed on it (e.g. nominal, ordinal, interval,
ratio)

gradeOflmportance The grade of importance for the metric (values are integers in ascending

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 5
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order)

note

parameterld

Formal and/or additional information related to the metric
Parameter

A unique identifier for the parameter

ruleld

name The name of the parameter

type The type of the parameter definition, as for the way that it should be
interpreted (e.g. integer, decimal, string, boolean, byte)

note Formal and/or additional information related to the parameter

Rule

A unique identifier for the rule

name

The name of the rule

ruleExpression

The expression / function under which the specific metric of the SLA must
obey

consequenceOfViolation

The consequence of violation of the rule / expression

note

dependencyld

Formal and/or additional information related to the rule
Dependency

A unique identifier for the dependency

name

The name of the dependency

dependentMetricld

The unique identifier of the metric that the current metric has dependency
with (in case of many dependencies, they should be split with a semicolon

()

dependencyExpression

The expression under which the metric depends on another metric

note

Formal and/or additional information related to the dependency

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 6
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3 SLA Metric Definition: Unified function

This chapter provides an abstract formal definition of a “metric” so as to provide the ground for a
generic, yet uniform, definition of metrics. This function will be placed in the metric block of the SLA as
described in Section 2.3. Based on this definition of a metric, the commercial SLAs of three different
providers and three different types of services (laaS, Storage and PaaS) are mapped to the SLALOM
model proposal. Further representative examples for different metrics (i.e. availability, elasticity and
response time) are provided as examples. The goal of such a unified function for a metric is to provide:

e Means to clarify any ambiguities that may exist in a definition of an SLA and prevent 3" parties
(e.g. SLA auditors) to accurately and non-repudiably monitor a given SLA

e Atemplate from which providers may create instances of their respective SLAs

e Given that the template exists, automated or semi-automated tools may be created in order to
create provider instances of SLAs

e Given that the metrics are expressed in a uniform manner in these instances, machine
understandable representations may be acquired and processed automatically in order to
export aspects such as provider rankings, comparisons etc.

3.1 Definition of abstract metric

The aim of the proposed definition is to enable any cloud provider to define a metric that will be
included in the SLA. Given that in order to define and evaluate a metric, a set of samples against its
validity are required, the proposed definition is directly linked to these samples. The inclusion of
samples is strongly proposed in order to ensure that the metric is both clearly defined and can be
evaluated with respect to its fulfiiment. The latter has been inspired by the ambiguity that emerges from
various existing SLAs such as Amazon EC2 [5] and Google Compute [7]. Based on the above, the abstract
metric definition is achieved through three (3) individual levels / definitions: sample definition,
boundary period and error definition, and abstract metric definition.

3.2 Sample definition

The aim of this level / definition is to enable the identification of the samples that satisfy a criterion
related to their success. For example if availability is defined in a storage service not only in terms of the
success of the operation but also with relation to performance aspects (e.g. GET operation of an object
within “x” seconds), a success sample is the one for which the service responds within the “acceptable”
time limit. Given that the samples are both of different nature and can be obtained through different
mechanisms / means, the SLA specification (defined in the SLALOM SLA specification document in detail)
should also include a “field / element” (in the “Rule Definitions” block) that concretizes the sampling
process. This field, namely “Type of operation” will refer to the corresponding nature of the process.

The main argument for applying the Sample class, is the fact that it can lead directly to machine
understandable descriptions, without the need for textual descriptions of rules. We demonstrate in the
examples section sampling concretizations with the Sample class, without the need for text input. This

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 7
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textual input would be even more difficult to be avoided in cases of more complex metrics, like in the
cases of error ratios (GAE example that follows). Furthermore, with the inclusion of the way to acquire a
sample, ambiguity in current SLAs with relation to the measurement process is avoided. The Sample
class has the following attributes:

e Name: the label of the sample

o referenceld: the id of the sample definition

e timestamp: the time the sample was obtained, in whatever decided format e.g. 1S08601,
(“2012-04-23T18:25:43.5112"), identified as the JSON best practice

e scale: scale of the sample,

e value: the value of the sample. It must be stressed that the value may be either numeric or even
textual, defined in the scale attribute (its usage as textual will be showed in the examples,
especially GAE). Generic samples include only the obtained value, the limits for their
incorporation are included in the next level expression in which the sample is used for the
according metric or period calculation. Also the sample is a generic concept that may imply any
way of obtaining information on a status or state of the service (e.g. email notification could also
be considered as a way of being informed about the state).

e protocol: the protocol used to obtain the sample

e operation: name of the operation (e.g. type of method call, will be shown in the examples,
especially Azure Storage SLA)

The following notation is used:

e Sample Condition - sc: the condition stating whether a sample has been successful.
o operator: the operator can either be a boolean one (i.e. AND, OR, NOT) or a comparison
operator (<, >, <=, >=, ==, I=).
o value: the actual value of the condition that can be arithmetic, non-arithmetic (e.g. a
string such as “exception”) or an enumeration (e.g. HTTP response code == 200).
o unit: the unit for the value of the condition.
e Sample - s: the sample used to evaluate a parameter against the condition sc.
e Successful Sample - ss: the sample satisfying the condition sc.
e Unsuccessful Sample - us: the sample not satisfying the condition sc.

Sample definition

For a given type of operation as specified in the corresponding field (described previously)
sc = operator + value + unit

ss = s if (scis true)

us = s if (sc is false)

3.3 Boundary period and error definitions

The aim of this level / definition is to enable the definition of the boundary period and error for which
the analysis of a parameter (through samples) is considered valid. The boundary period is the case for
several providers today — for example Google sets a boundary condition to consider a downtime period

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 8
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as actual downtime if it is larger than 5 consecutive minutes [6]. The same applies for error conditions.
The overall goal of this level / definition is to identify the set of periods that are “valid” (as successful or
unsuccessful) and should be included in the metric definition, based on the individual samples and the

required error rate. The following notation is used:

Boundary Period - bp: the period for which the analysis of a parameter (through samples) should
be taken into account. Any sample that is not meeting this criterion (i.e. falls within the period)
is excluded even though if it is successful (i.e. ss according to the sample definition).

o operator: a comparison operator (<, >, <=, >=, ==, I=).

o value: the actual arithmetic value of the condition.

o unit: the unit in this case is always a time unit (e.g. seconds, minutes, etc).
Error Condition - ec: the error condition ratio for which the analysis of a parameter (through
samples) should be taken into account. The ratio is always expressed in a percentage (%) format.

O operator: a comparison operator (<, >, <=, >=, ==, |=).

o value: the actual arithmetic value of the condition.
Error Ratio - er: the error ratio calculated based on the total set of samples and the successful
samples.
Period - p: the period in which samples (sc and uc) are examined according to the boundary
period and the error condition.
Valid Period - vp: the period for which the error ratio value meets the error condition ratio and
the boundary period condition is also satisfied.
Non-valid Period - np: the period for which the error ratio value does not meet the error
condition ratio (the boundary period condition is satisfied).

Boundary period and error definitions

bp = operator + value + unit

ec = operator + value + %
er=3us/IsVus € p

vp = p if ((er<=ec) && (p>=bp))
np = p if ((er>=ec) && (p>=bp))

34

Abstract metric definition

The aim of this level / definition is to provide an abstract format enabling cloud providers to define an
SLA metric. While the definition is performed through a condition, a proposal is also provided linking the
metric definition with each formal evaluation. The following notation is used:

Metric Condition - mc: the condition regarding a specific metric. The condition is always
expressed in a percentage (%) format to enable its evaluation as proposed through the metric
evaluation.

o operator: a comparison operator (<, >, <=, >=, ==, I=).

o value: the actual arithmetic value of the condition.
Metric Evaluation - me: the evaluation of the metric based on the valid and non-valid period
samples. The evaluation should be smaller than the condition (i.e. me <mc).

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 9
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Abstract metric definition

mc = operator + value + %

me = Inp / (Zvp+2np)

The overall approach of the three layers appears in Figure 1.

Sample (Measurement) layer

Boolean expression based on concrete measurement Dictates success or not of a sample
constraints

Period (Time) Layer

Size of period, limit of base period and on the error Aggregates samples at a time interval granularity,
rate needed deciding on this level

Metric (Ratio) Layer

}ﬁ

Final ratio calculation of the defined metric Correlates individual periods to the overall metric

Figure 1: SLALOM proposed layer approach

4 Unified Function: SLA Examples

This section provides representative commercial examples of SLAs based on the aforementioned
definitions in order to depict that the generic abstract definition can be adapted to different cases,
providers and service types. There should be noted that for all examples the expressions that show
validity (i.e. non violation) of the SLA are cited. The selection was performed based on different types of
clauses that may exist, in order to demonstrate the applicability of the various layers.

4.1 Microsoft Azure Storage Services

The Azure Storage services SLA can be found in [4]. The most interesting aspect of the SLA in this case is
the existence of a variety of conditions for identifying an error sample, including diversification in terms
of the type of the operation performed. Another very interesting feature is the existence of concrete
timing constraints for each such operation, a fact that merges performance aspects in the definition of
availability.

Table 2: Microsoft Azure Storage Services Example
Microsoft Azure Storage

Level / definition | Expression Notes

Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 10
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Sample definition | sc=2 sec Several sampling conditions are defined per type of
operation. For example it is specified (exact wording)
“Sixty  (60) seconds” for PutBlockList and
GetBlockList.

Type of operation: | Several type of operations are defined. An example

PutBlockList and | is provided here.

GetBlockList
Boundary period bp > 3600 sec The exact wording is “given one-hour interval”.
and error | ec > 0% Error condition reflecting that all periods should be
definitions taken into account for the availability metric

evaluation (exact wording) “is the sum of Error Rates
for each hour”.

Abstract  metric | availability < 99.9 % Availability metric definition given the boundary
definition period and error condition.

4.2 Amazon EC2 laaS Services

This case represents probably the most typical SLA text that may be found in the domain [5]. It is mainly
focused in the laaS services domain and especially the VM level resources. The most interesting case
here is the ambiguity that exists in how the availability of a sample is determined. While the text refers
to “resources having external connectivity”, it is not described how this is determined. In terms of
networking, many different protocols may be used (some of them like ICMP by default disabled by Cloud
providers due to potential security threats), while others may imply the existence of an application error
residing in the VM that may be the reason of the failure (e.g. in the case of investigating whether a web
server is up and running).

Table 3: Amazon EC2 Example

Amazon EC2
Level / definition | Expression Notes
Sample definition | sc: UNDEFINED The sampling condition is not defined in the Amazon

EC2 SLA. The concrete wording is “when all of your
running instances have no external connectivity”.
Nonetheless, the way to specify / measure “external
connectivity” is not defined. For example a customer
could use a ping operation or a custom monitoring
mechanism.

Type of operation: | Not defined how the condition of connectivity can
UNDEFINED be actually measured (e.g. the ping operation
mentioned previously).

Boundary period bp > 60 sec The exact wording is “the percentage of minutes”,

and error thus the period is 60 seconds.

definitions ec = 100% Error condition reflecting that the error ratio is that
for the entire bp the resource must be continuously
“unavailable”.
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Abstract  metric

definition

availability < 99.95 %

Availability metric definition given the boundary
period and error condition.

4.3 Google AppEngine Datastore Services

In this case the most interesting aspect is the coverage of the PaaS layer [6], as well as the existence of

non-numerical expressions in order to identify the sample failure. Furthermore, one very interesting

aspect is the existence of a minimum time interval in which the error must be continuously over a given

threshold.

Table 4: Google AppEngine Datastore Example
Google AppEngine Datastore

Level / definition

Expression

Notes

Sample definition

sc: INTERNAL_ERROR

Several sampling conditions are defined per type of
operation. For example it is specified (exact wording)
“INTERNAL_ERROR, TIMEOUT, ...” for API calls.

Type of operation: API
calls

Several types of operations are defined. An example
is provided here.

Boundary period | bP >300 sec The exact wording is “five consecutive minutes”.

and error | ec >10% Error condition reflecting that the error ratio is
definitions (exact wording) “ten percent Error Rate”.

Abstract metric | availability < 99.95 % Availability metric definition given the boundary
definition period and error condition.

4.4 Additional examples

The purpose of this section is to depict the wide applicability of the proposed approach for the definition
of SLA metrics both for different service classes (such as computational, storage and software services)
and for different metrics (such as availability, elasticity and response time). After the examined
commercial SLAs, we have also attempted to map the SLALOM layers to other types of metrics.

Table 5: Example for Availability for Storage Service
Availability for storage service

Level / definition

Expression

Notes

Sample definition

sc <= 100 msec

Samples regarding availability obtained for example
through ping operations to the corresponding hosts.
Successful samples are the ones for which ping
responds with less than 100 msec (above 100msec
or “unreachable” are considered unsuccessful
samples).

Boundary period
and error
definitions

bp > 300 sec

Boundary period of 300 secs reflecting that
“sporadic” unavailability (based on the sc) will not be
counted as actual unavailability periods.

latency error ratio < 1%

Error condition ratio reflecting the number of cases
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for which latency (i.e. time for a single 1/0O
operation) cannot exceed the specified value in the
dependencyExpression SLA field (e.g. 50 msec).

Abstract metric

definition

availability < 99.98 %

Metric definition with respect to availability given
the boundary period and error condition (to be
considered for the validation of the given availability
constraint).

Table 6: Example for Elasticity for Computational Service
Elasticity for computational service

Level / definition | Expression Notes

Sample definition | sc <=1 min Samples regarding how fast the provider responds to
requests for re-allocation of resources.

Boundary period | bp>10 min Boundary period reflecting that non-allocation of

and error some resources within 10 mins will not be counted

definitions as non-elasticity.

ec<5% Error condition (precision) reflecting the number of

resources deployed versus the actually needed ones.

Abstract  metric | elasticity <90 % Metric definition with respect to elasticity given the

definition boundary period and error condition.

Table 7: Example for Response Time for Software Service
Response time for software service

Level / definition | Expression Notes

Sample definition | sc <=1 sec Samples regarding response time obtained for
through different requests (e.g. sequential, parallel,
from different locations, etc). Either one or more
than one sample conditions can be defined.

Boundary period | bP <30 sec Boundary period of 30 secs reflecting for example

and error the HTTP timeout period, within which requests not

definitions accommodated will not be counted as actual non-
responsiveness.

ec<7% Error condition (response) reflecting the number of

cases for which the response time cannot exceed the
specified value of the sc.

Abstract metric | response time < 97.77 % Metric definition with respect to availability given

definition the boundary period and error condition (to be

considered for the validation of the given availability
constraint).
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5 Alignment with ISO baseline model

In this section we briefly explain the concept and elements of the ISO draft standard 19086-2 and then
present in detail the SLALOM contribution to the ISO model. Finally, we highlight the SLALOM added
value and differences to ISO approach by means of a comprehensive example.

5.1 ISO Baseline Work
5.1.1 Fields Definition

The ISO baseline model is portrayed in Figure 2. It foresees a number of fields to be populated, along
with their names and conventions (more details to follow on the release of the draft standard 19086-2).

Rule B ",'“,’"‘° Parameter
PR -referenceld o
-reference |-descriptor -parameters |-reference
-rule p———————— -parameter
|~source 0.°
-ruleLanguage L ; ~unit
-note -note
|-scale
-underlyingMetrics
Ltype tyingh
|=note 0..*
»express»onL
o 10..1 | Expression
|-referencelD
‘-expressvon
-axpressionLanguage
-note
subExpression

=

Figure 2: Baseline ISO model

The I1SO model is an abstract model, meaning that it gives the choice to potential adopters to create
descriptions in diverse ways, as long as they keep the naming conventions and fields usage, along with a
set of minimal requirements about the content of specific fields.

5.1.2 Metrics and Underlying metrics concept

One of the most powerful features of the I1SO initial draft of the model was the existence of the metrics
field, which could have underlying metrics included in an iterative manner. This is especially helpful in
the cases of more complex SLAs (such as the GAE and Microsoft azure) in which a top level metric is
broken down to smaller intervals that have another metric in order to be decided if this baseline interval
is to be included in the overall unavailable interval.

5.2 SLALOM Proposals and Extensions
5.2.1 Specific SLALOM approach on instantiation

The ISO model is an abstract model, meaning that it gives the choice to potential adopters to create
descriptions in diverse ways, as long as they keep the naming conventions and fields usage. Thus no
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specific requirement exists in how these fields will be expressed in order to map concepts that appear in
real life SLAs.

As an example, an initial instantiation performed in ISO had the following form:

unit="percentage "=
<Parameterss
<Paramter name="billing cycle”™ referencelD="BF_8d1" unit="seconds"
note=""=
</Parameterss>
<Expression expression="CFA_&82 = (BF_801 - UAF_881)/BC_8a1"
expressionLanguage="I5056888"/ -
<InderlyingMetrics=
<MetricRef referencelD="UAP_ 881"/~
</UnderlyingMetricss
</Metrics
Metric name="CloudServicelnaval lability” referencell="UAF_ 881"
scale="RATIO" unit="seconds "~
<Expression expression="UAF_&8@1=5[M{Q0T_881)"
expressionLanguage="I5086888"/ =
<UnderlyingMetricss
<MetricRef referencelD="00T_881"/ -
</UnderlyingMetrics>
</Metrics
Metric name="QualifiedlownTime" referencell="00T_&31" scale="RATIO"
unit="seconds ">
Rules=
<Rule referg

e 3
- e time duration starts when 1 goyed that the
cloug ice is wungvallable and ends when the cloud service is S
3 unagvailable according to rule QDT_REG2"/ -
<Rule referencelD="00T_R&a2"

rule=" g} The cloud service provides no response, or b) the
clowd service returns g server error response to g valid user reguest during
twWo or more consecutive ome minute intervals, or c) the clowd service fails to
deliver an average downloagd time for g reference document af one second or
egs, Unavailability due to scheduled maintenance is excluded from these
cofMMegions and does not contribute towards unavallability calculatiggd

</Rules>
<Expression expression="delta(t)" expressionlLanguage="T508808"/ >
</Metrics
</Main=

Figure 3: Initial generic instantiation example based on 1ISO model (Non SLALOM)

The circled part is the rules that govern some aspects of the measurement process. In this version of the
instantiation, the normal text from the SLA is copied in the respective field, in order to fulfill the
description needs. As can be easily understood, while this description follows the standard, it is not very
useful in terms of machine readability or even comparability between SLAs. Text-based approaches
imply the usage of Natural Language Processing techniques, which would great severe technical
limitations. Furthermore, a number of critical aspects, such as the minimum failure interval that can be
added in the general metric (defined in SLALOM as the boundary period), is not mapped to the
definition, therefore it would not be taken under consideration by an adopter.

On the other hand, the SLALOM approach during instantiation included the following goals:
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e Link to SLALOM layers as a mean to abstract and group similar concepts existing in various
SLAs while using fields from the ISO baseline for standard compliance

e Minimize text thus enable maximum machine readability, through the translation of the SLA
text to a set of parameters in the SLA, giving them numerical values or Boolean features

e Usage and cross referencing of these parameters in the metrics sections in order to capture
concepts such as minimum failure interval that should be used in the calculation

e Recursive usage of the (underlying) metric feature of the I1SO baseline in order to indicate how
it could be used in order to describe bottom layer features of the SLA and how these escalate
towards the higher level metrics

e Usage of the sample class in order to clear any practical ambiguities during the measurement
process, as will be described in the following section

Concrete aspects of SLALOM instantiation appear in Section 5.3 while the step by step process is
included in Section 7.1.

5.2.2 SLALOM Sample class extension

What was missing from the ISO baseline model was the ability to describe in a concrete, absolute and
non-repudiable manner the way to perform measurements and obtain samples that would be used in
order to calculate a respective (underlying or not) metric. SLALOM proposed the usage of an extension
Class, i.e. the Sample class, that would capture all the needed information from a potential monitoring
mechanism point of view, such as protocol used, limit of the operation etc. This extension enables full
concretization of the SLA monitoring process and has been instantiated for three different cases of the
SLA examples provided in Section 6. Furthermore, for each sample a cross-reference is made to which
metric is used.

5.3 SLALOM compatible vs. ISO compatible SLAs

As a conclusion, by following the SLALOM instantiation process including the definition of the
aforementioned parameters and their meaning, one may enable better machine readability and
comparability of the respective fields and values, while maintaining alignment to the I1SO standard. The
SLALOM added value is evident if one compares the outcome of our modeling of AWS EC2 to that of
Figure 3, which shows an ISO-compatible non-SLALOM approach.

The following example presents the SLALOM modeling and highlights the differences with the
aforementioned non-SLALOM version.
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"name": '.!;'i'ﬂ_ﬂl.!;_vin]at-iun',
"referenceld™: 'LHU_I:II:I'_'I.',
Tacale™: "NOMINAL™,
"eaxpression™: |
"expression®: 'CE‘L_I:II:IE-CE"LR!-H_I]EIE',
"expressionlanguage™: "I30A00007

"parameters®: [

{

mame": "availebilicy 1imise, Parameterized Value
"referenceld”: "PARRM 002", of Overall Metric

"pnit®: "a&Y,

"parameter™: "55_ 5357

"underlyingMetrica™: [
{
"name": "ClpoudderviceiAvailakility®,
"referenceld™: 'CE'.!L_I:II:IE',
"unit™: &Y,
"mpale™: "BATIOY,
"axpression™: |
"expression®: "CFA 002 = ((BF_001 - UAFP_001} / BC_001)>
EARAM 0027,
"expressicnlanguage™: "I30BO0O000"
br
"parameters": [
{
"name™: "killing cycle™,
"referenceld™: 'BE"_I:II:IiI.',
"punit®: "month®,
"parameter®: "I1"
}
]J’
"underlyingMetrics™: |
i

"name™: "Cloud3erviceUnavailability™,

"referenceld™: "TAF 0017,

"pnit®: "second™,

"mpale™: "RRTIOT,

"expression™:
"expression™: "I:I'.!;E"_I:II:I:I. = H'DH[-;;DT_EIEI'.’I.]',
"eaxpressionlanguage™: = L150HUUUu0=

}J’

"underlyingdetrics": | BEEEIHtEWEI
: ) .. Calculation
"name”: "CloudServicelnavailability INTERVAL®,

"referenceId™: "QDT_0017,
"unit¥: "sapond®,
"sgale™: "INTIERVEL",
"expression™: "IF (QDT_001 TEMF > PARAM 001)
QDT 001 = QDT 001_TEME",
"expressicnlanguage™: "I30E00007,
"sukExpressions": [
{

"expression®: "IF (JAMPLE 001 = PAREM (002} THEN
@DT_001 TEME = delta (JAMPLE 001.timestamp] ™,
"expressionlanguage™: "I3080000"

}
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PTrmuﬂ o Minimum
= "boundary period®. IntEWEI
"parameter™: "EQN7, ..
"pnit™: "secondsa™, DEflnltlnn
"mgale™: "INTERVAL™,

"referenceld™: "FARARM 001"

name" :

"name™: "service ping sample unreachable® FElIEd

"parameter™: "unreachable™,
"scale”: “KOMINAL®, Value
"referenceld™: "EFARAM 002"

Definition

"rule®:
availakility zone=",

"note™: "Region Unavailable and Region
Unawailakility mean that more than one Availakility Zone in which
you are running an instance, within the same Begion, is Tnavailable
to you.",

"Jervices deployed in at least two

"referenceId™: QDT ROO1™

name™: "service ping sample®,
"refersnceld™: "3AMELE 0017,
"timestamp®: "2015-10-1€T13:37:572",
Tagale™: "HOMINAL",

'f:l.il:d._'.":l.luc': E'.!nR!nH_EIIZIE,

"protocol®™: "ICMPT,

"operation™: "ping™,

"note™: "example sample to identify if a2 service
is reachabkle or not™

; Concrete definition of
1 Sample

1

"note™: "http=://aws_amazon.com /ec? =la/"
2

Some insight into how this process was performed or how it can be exploited is portrayed in section 7.

Benefits achieved from the specific process include:

e Achieve SLA non-repudiation, so that the measurement cannot be contested

e Establish trust and transparency for service execution compliant to the terms and proper
violation management

e Enable automation of contract and performance management and monitoring
e Aid the involvement of actors like trusted third parties offering relevant services

The following table summarizes the main differences between I1SO compliant and SLALOM compliant
SLAs.
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Table 8: Main differences between ISO-compliant and SLALOM-compliant SLAs

ISO compliant SLA SLALOM compliant SLA
e Usage of the ISO fields e [SO compliant
(classes, parameters) e (Clear and Well-defined
e SLA not necessarily fully e Non-repudiable
defined e Machine understandable
e Facilitates comparability
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6 [1SO-Aligned SLALOM Model: Machine understandable examples

Following the cooperation with the ISO baseline model, the aforementioned (see Section 4) commercial
examples have been reformulated to include the joint approach, including the SLALOM based extensions
that are necessary in order to unambiguously declare the SLA parameters in a machine understandable
case. The results are included in the following JSON descriptions for the identified original examples.
With relation to the Rules field, we propose the strict definition of the Rules class to be concerning the
necessary preconditions to apply for a given deployment to be eligible for an SLA. Example rules of this
case may include, based on a given SLA:

o Deployment in different Availability Zones

e Enablement of specific features like replication options
e Throttling of requests in case of unavailability

e Scheduled Maintenance Downtime

e etc.

Given that all concepts are depicted without the need of text, we may use the Note field as an
informative placeholder of the relevant SLA text that dictated the specific section creation.

6.1 JSON Implementation Instance — Extended Simplified Model for AWS EC2 (laaS)
{

"name": "AWS_SLA violation",
"referenceId": "ASV_001",
"scale": "NOMINAL",
"expression": {
"expression": "CFA_002<PARAM 002",
"expressionLanguage": "IS080000"
by
"parameters": [
{
"name": "availability limit",
"referenceId": "PARAM 002",
"unit": "%",
"parameter": "99.95"

}
I
"underlyingMetrics": |

{

"name": "CloudServiceAvailability",
"referenceId": "CFA_002",
"unit": "%",
"scale": "RATIO",
"expression": {
"expression": "CFA 002 = ((BP_001 - UAP_001) / BC_001)>PARAM 002",
"expressionLanguage": "IS0O80000"
by
"parameters": [
{
"name": "billing cycle",
"referenceId": "BP_001",
"unit": "month",
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"parameter": "1"
}
I
"underlyingMetrics": [
{
"name": "CloudServiceUnavailability",
"referenceId": "UAP_001",
"unit": "second",
"scale": "RATIO",
"expression": {
"expression": "UAP_001 = SUM(QDT_001)",
"expressionLanguage": "IS080000"
by
"underlyingMetrics": |
{
"name": "CloudServiceUnavailability INTERVAL",
"referenceId": "QDT 001",
"unit": "second",
"scale": "INTERVAL",
"expression": {
"expression": "IF (QDT 001 _TEMP > PARAM 001) THEN QDT 001 =
QDT _001_TEMP",
"expressionLanguage": "IS080000",
"subExpressions": [
{
"expression": "IF (SAMPLE_ 001 = PARAM 002) THEN QDT 001 TEMP =
delta (SAMPLE 001.timestamp)",
"expressionLanguage": "IS0O80000"
}
]
}y
"parameters": [
{
"name": "boundary period",
"parameter": "60",
"unit": "seconds",
"scale": "INTERVAL",
"referenceId": "PARAM 001"
I
{
"name": "service_ping sample_unreachable",
"parameter": "unreachable",
"scale": "NOMINAL",
"referenceId": "PARAM 002"
}
1,
"rules": [
{
"rule": "Services deployed in at least two availability zones",
"note": "Region Unavailable and Region Unavailability mean that more

than one Availability Zone in which you are running an instance, within the same
Region, is Unavailable to you.",

"referenceId": "QDT ROOL1"
}
1,

"samples": [
{

"name": "service_ping sample",
"referenceId": "SAMPLE 001",
"timestamp": "2015-10-16T13:37:57z",
"scale": "NOMINAL",
"value": "unreachable",
"protocol": "ICMP",
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"operation": "ping",
"note": "example sample to identify if a service is reachable or
not"

"note": "https://aws.amazon.com/ec2/sla/"

6.2 JSON Implementation Instance — Extended Simplified Model for Microsoft Azure SLA
(Storage services)

"name": "Microsoft Azure Storage SLAViolation",
"referenceId": "MAS 001",
"scale": "NOMINAL",

"expression": {
"expression": "CFA 002 < PARAM 002",
"expressionLanguage": "IS0O80000"
by
"parameters": [
{
"name": "availability limit",
"referenceId": "PARAM 002",
"unit" H ll%ll,
"parameter": "99.9"

}
1,
"underlyingMetrics": [

{

"name": "Monthly Uptime Percentage",
"referenceId": "CFA 002",
"unit": "%",
"scale": "RATIO",
"expression": {
"expression": "CFA 002 = 100 - AER 001",
"expressionLanguage": "IS080000"

by
"underlyingMetrics": [
{
"name": "Average Error Rate",
"referenceId": "AER 001",
"unit": "§",
"scale": "RATIO",
"expression": ({
"expression": "AER 001 = SUM(HER 001) AND HER 001 belonging to BP_001",
"expressionLanguage": "ISO80000"
by
"parameters": [
{
"name": "billing cycle",
"referenceId": "BP_001",
"unit": "month",
"parameter": "1"
}

1,
"underlyingMetrics": [
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"name": "Hourly Error Rate",
"referenceId": "HER 001",
llunit" . "%",
"scale": "RATIO",
"expression": {
"expression": "HER_001=HER_003/HER_002",
"expressionLanguage": "IS080000",
"subExpressions": [
{
"expression": "HER 002=SUM(SAMPLE_001l belonging to PARAM 001)",
"expressionLanguage": "IS080000",
"note": "Number of samples within the boundary period"

"expression": "HER_003=SUM(SAMPLE_00l.value > PARAM 003 belonging
to PARAM 001)",

"expressionLanguage": "IS080000",
"note": "Number of error samples within the boundary period"
}
]
by
"parameters": [
{
"name": "boundary period",
"parameter": "3600",
"unit": "seconds",
"referenceId": "PARAM 001"
}y
{
"name": "GET BLOCK LIST LIMIT",
"wvalue": "60",
"unit": "seconds",
"referenceId": "PARAM 003"
I
{
"name": "billing cycle",
"referenceId": "BP_001",
"unit": "month",
"parameter": "1"
}
1,
"samples": [
{
"name": "STORAGE GET BLOCK LIST API CALL response time",
"referenceId": "SAMPLE 001",
"timestamp": "2015-10-16T13:37:572",
"scale": "interval",
"value": "49",
"unit": "seconds",
"protocol": "REST",
"operation": "GetBlockList",
"note": "example sample to measure the response time of the service"

"note": "https://azure.microsoft.com/en-us/support/legal/sla/storage/vl_0/"

}
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"name": "GAE SLA violation",
"referenceId": "ASV 001",
llunitﬂ H n H, -
"scale": "NOMINAL",
"expression": {
"expression": "CFA_002<PARAM 002",
"expressionLanguage": "IS080000"
br
"parameters": [
{
"name": "availability limit",
"referencelId": "PARAM 002",
llunitﬂ H ll%ll’ -
"scale": "RATIO",
"parameter": "99.95"
}
I
"underlyingMetrics": [
{
"name": "CloudServiceAvailability",
"referenceId": "CFA_002",
"unit": "§",
"scale": "RATIO",
"expression": {

"expression": "CFA 002 = ((BP_001 - UAP_001) / BP_001)",

"expressionLanguage": "IS0O80000"
I
"parameters": [
{
"name": "billing cycle",
"referenceId": "BP_001",
"unit": "month",
"scale": "INTERVAL",
"parameter": "1"
}
I
"underlyingMetrics": [
{
"name": "CloudServiceUnavailability",
"referenceId": "UAP_001",
"unit": "second",
"scale": "RATIO",
"expression": {
"expression": "UAP_ 001 = SUM(QDT 001)",
"expressionLanguage": "IS080000"
I
"underlyingMetrics": [

{

"name": "CloudServiceUnavailability INTERVAL",

"referenceId": "QDT 001",
"unit": "second",
"scale": "INTERVAL",
"expression": {

"expression": "QDT 001 = IF (DUR_001 > PARAM 001 AND ER 001

PARAM 002) THEN QDT 001 = DUR_001",
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"expressionLanguage": "IS080000",
"subExpressions": [

{

"expression": "DUR_001 = delta(SAMPLE 00l.timestamp)",

"expressionLanguage": "IS080000"

JSON Implementation Instance — Extended Simplified Model for GAE Datastore (Paa$)
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I
{
"expression": "ER_001=SUM(SAMPLE_00l.value belonging to
PARAM 003) /SUM(SAMPLE 001)",
"expressionLanguage": "IS080000"
}
]
b
"parameters": [
{
"name": "boundary period",
"parameter": "300",
"unit": "seconds",
"scale" : "INTERVAL",
"referenceId": "PARAM 001"

"name": "error_ rate",
"parameter": "10",

"unit" : "%",

"scale" : "RATIO",
"referenceId": "PARAM 002"

"name": "SLA VIOLATION API RESPONSES",

"parameter": [
"INTERNAL ERROR",
"TIMEOUT",
"BIGTABLE ERROR",
"COMMITTED BUT STILL_ APPLYING",
"TRY ALTERNATE BACKEND"

1r

"scale": "NOMINAL",

"referenceId": "PARAM 003"

}
1y
"samples": [
{

"name": "datastore API CALL",

"referenceId": "SAMPLE 001",

"timestamp": "2015-10-16T13:37:572",

"scale": "NOMINAL",

"value": "a response value string",

"protocol": "REST",

"operation": "API CALL",

"note": "example sample to identify the service response status"

"note": "https://cloud.google.com/appengine/sla?hl=en"
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7 Guidelines to Adopters

With relation to potential adopters, we foresee the following roles involved in the process of SLA
definition or usage:

e Cloud providers, that may need to map their SLA to the standardized description, or hired third
parties, e.g. consultants, to perform this process on their behalf;
e Cloud users, that may need to understand and compare different providers, select one and then

monitor their running services or hired third parties, e.g. consultants, to perform this process on
their behalf.

These are depicted in the following UML use case diagram (Figure 4).
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Figure 4: Potential adopters use cases
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7.1 Model Creators/Instantiators as Adopters

As mentioned in Section 5.2.1, SLALOM offers a unique approach on the instantiation process, with the
aforementioned goals and benefits. In this section we aim to provide a practical guide as to how this can

© Institute of Communication and Computer Systems and other members of the SLALOM consortium, 2015 26



SLALOM SLA specification and reference model - b - D3.3

be implemented in order to cover the goals of machine readability and comparability, mapping the
existing SLA text to parameters.

As an example, we follow a step by step process in order to produce the Google App Engine Data Store
SLA, a PaaS layer SLA that portrays a number of difficulties and specific clauses. For each step we also
include the respective SLA text that instructs the concretization of a specific parameter.

7.1.1 Parameter and Metric Hierarchy extraction

Initially the Model Creator needs to go through the overall SLA text and highlight the aspects that should
be described. Where applicable, they should have under consideration the respective defined concepts
of SLALOM, such as the bounding period and the error rate.

This process for the GAE Datastore SLA [6] appears in Figure 5.

High level SLO

Parameter limit
During the Term of the Google App Engine License Agreement, the Google App Engine and Google Cloud SQL License Agreement, Googie
Cloud Platfo jeettSE Agreement, or Google Cloud Platform Re g{cement (as applicable, the "Agreement”), the Covered Service
will providg/a [ A e e e R R R e (the Ypervice Level Objective” or “SLOY). If Google does not meet
the SLO, andN{Customer meets its obligations under this SLA, Customer wilidle eligible to receive the Financial Credits described below.
This SLA states CustoiM™ selaands e remeduto gflre by Google to meet the SLO. Capitalized terms used in this SLA, but
not defined in this SLA, have the meaning set forth in the Agreement. if the Agreement is the Google Cloud Platform Reseller Agreement,
then all references to “Customer” in this SLA mean "Reseller;” and any Financial Credit(s) will only apply for impacted Reseller order(s)
under the Agreement.

Definitions. The following definitions apply to the Google App Engine SLA:

* "Covered Service" means the components of the Service listed at the following URL: https://cloud.google.com/appengine
/sla_error_rate, or such other URL 3s mav be provided by Google.

Low level metric

.. * "Downtime Period” means, for an 7
& parameter limit

Monthly Uptime Percentage of monthly bill for Covered Service which does not meet SLO that will be
Percentage credited to future monthly bills of Customer

’ 99.00% - < 99.95% 10% ’
95.00% - < 99.00% 25%
<95.00% 50%

Higevel SLO Definition
includingreference to

Downtime Period
Figure 5: GAE Datastore SLA text

The highlighted points are the ones that portray interest. In a top-down approach, the SLA starts by
describing the high level SLO, denoted as Monthly Uptime Percentage, giving directly its limit. This
indicates that a parameter with a value of 99.95 should be defined at the same description level (top
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level) as the MUP. Concrete wording is “The Covered Service will provide a Monthly Uptime Percentage
to Customer of at least 99.95% (the "Service Level Objective" or "SLO").”

The extracted first part appears in the following figure, including the definition of GAE SLA violation to
be based on MUP and to be less than 99.95% in order to have a violation.

"name": "GRE SIA&A violation",
"referenceId": "ASV 001",
“'I.'I.Il_'i_t": " "; -
"zscale™: "NOMINAL",
"expression": |
"expression": "MUP<EAREZM 002",
"expressionLanguage": "ISOE0000"
}f
"parameters": [
{
"name": "availakility limit",
"referenceId": "PARZM 002",
"'I.'I.Ilit"' ||%|| -
- r
"scale™: "BATIO",
"paramster”: "55%.55"

1
]f

Now we need to actually define the MUP metric. The actual definition of the MUP appears at the
bottom of the page (second red circle of Figure 5), including the details about its calculation that refer to
the underlying metric of Downtime, which in turn is defined through Downtime periods (another
underlying metric). The concrete wording is “’Monthly Uptime Percentage’ means total number of
minutes in a month, minus the number of minutes of Downtime suffered from all Downtime Periods in a
month, divided by the total number of minutes in a month.”.

Thus from this information we can extract the high level metric, the calculation formula for MUP and the
needed hierarchy as follows:

e Violation level (top metric)
o MUP (underlying metric of violation)
=  DownTime (underlying metric of MUP)
e DownTime Period (underlying metric of Downtime, calculated based on
samples and constraints of this level)
o Sample (bottom class )

For the MUP level, and based on its definition, the description includes only a link to the Downtime
UAP_001, mapping the wording to the expression field. Another parameter is the billing cycle of 1
month, which is extracted from the text wording “divided by the total number of minutes in a month”.
The Downtime UAP_001 is then defined as the sum of the downtime periods, in the underlying metric
definition of UAP.
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"name": "CloudServiceAvailability",
"referenceId": "MUPB",
"unit " : " %“ r
N"scale. "RBATTOW™
"expression": {
"expression": "MUP = ((BP_001 - uaP_001) / BP_001)",
"expressionLanguage”: "ISO80000"
}.I'
"parameters": [

Weording: total number of minutes in a month,
{ i . minus the number of minutes of Downtime
"name": "billing cycle", suffered from all Downtime Periods ina

"referenceId": "BP_001", month, divided by the total number of
"unit": "month", EEessssssm———) minutes in a month
"scale™: "INTERVAL",
"parameter™: "1"
}
1,
"underlyingMetrics": [
{
"name": "CloudServiceUnavailability",
"referenceId": "UAP_O001",
"unit": "second",
"scale™: "RATIORY
"expression": {
"expression": "UAP_001 = sSUM(QDT_001)",
"expressionLahguage": "IS080000"

So now we need to continue the definition about the Downtime period (denoted as Low level metric
and parameter limit in Figure 5). From the SLA wording the respective text includes:

e “Downtime" means more than a ten percent Error Rate.

e "Downtime Period" means, for an Application, a period of five consecutive minutes of Downtime.
Intermittent Downtime for a period of less than five minutes will not be counted towards any
Downtime Periods.

e "Error rate" for the Service is defined with the Covered Services.

From this we can conclude that for a baseline qualified downtime interval to be calculated we need to
have both requirements addressed (ER>10%-PARAMETER, and interval>5 minutes->300 seconds-
PARAMETER). Thus two new parameters need to be defined:

"parameters": [

{
"nams": "boundary period”,
"parameter™: "300",
"unit": "seconds",
"zcale"™ : "INTERVLL",
"referenceId": "PARAM 001"

}l

{
"name": "error rate",
"parameter™: "10",
"unit": "%",
"zcale™ : "RATIO",
"referenceId": "PARAM 002"
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One elementary calculated QDT interval is defined as follows, mapping to the two requirements
expression:

"underlyingMetrics™: |
{
"name": "CloudServiceUnavailability INTERVAL",
"referenceId": "QDT 001",
"unit": "second",
"zcale": "INTERVLL",
e Lt LU |
"expression": "gDT_001 = IF (DUR_001 > PRRAM 001
AND ER 001 > PARAM 002) THEN QDT 001 = DUR 001",
"expressionLanguage": "ISCB0000™,
"subExpressions": [
{
Yexpression©: CUDUR UUL = delta (SAMELE
00l.timestamp) ",
"expressionlanguage": "ISOE0000"
}l
{
"expression': "ER UUL=SUM({SAMPLE UULl.value
belonging to PARAM 003) /SUM(SAMPLE 001) ",
"expressionLanguage": "ISOB0000"
}

One aspect that we have to describe is the two sub expressions in the previous figure. The duration is
based on a timestamp value of a Sample class. The sample class is necessary in order to describe
individual samples and is defined as follows:

"samples": [
{
"nam=": "datastore API CALL",
"referenceId": "SAMPLE 001",
"timestamp": "2015-10-16T13:37:572",
"gcale": "NOMINAL",
"value": "a response value =tring",
"protocol™: "EEST",
"operation": "API CALL",
"note": "example sample to identify the service

response status”

}

This indicates that as sample we denote any REST-based API call made towards the GAE Datastore
engine. The timestamp of this call may be used in order to calculate the duration of a QDT interval, if the
samples follow also the necessary Error rate condition. The Error Rate is defined as the ratio of these API
calls, for which a specific error response is given. This hidden definition is included in the link made
available to the Covered service field of Figure 5 and includes the specific responses that count as errors.
These need also to be defined in the SLA description, in order to have the full details, as follows:
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"name": "SLA VIOLATICON APTI RESPONSES",
"parameter": [
" INTERNI?AL_ERROR" r
"TIMEQUT",
" BIGTI—‘».BLE_ERROR" .
"COE-MITTED_B‘UT_STILL_RPPLYING",
" TRY ATTERNATE BAC EEND"
] r
"scale": "NOMINLL",
"referenceId": "PAREM 003"
}

Therefore, if we make a number of APl calls to the service and the ratio of replies has the

aforementioned responses in a parameter > 10% for more than 5 minutes, this interval may be

calculated (along with all other similar intervals of the month) towards the overall MUP calculation.

Compensation is not covered within this case since it is not part of the concrete metric definition.

7.2 Model comparators as Adopters

Once the SLA descriptions are in place, a Model comparator may retrieve these and engage in a

selection and/or monitoring process of the eventually selected provider.

For the selection and monitoring process, we anticipate that comparisons will be made against SLAs of

similar layers (e.g. 1aaS vs. laaS, PaaS vs. PaaS$ etc.). In such an attempt, having a few pointers to perform

the process is key for understanding how such a comparison may be made:

A parameter mapping to numerical values similar to the one presented in [8]. However one
needs to be careful in this process since a number of parameters may or may not apply in some
cases.

Parameters such as the bounding period are critical for understanding the differences between
provider definitions. Especially if one is interested in a continuous service with high degrees of
interactivity, having small intervals of unavailability might be a deal breaker. However typically
these small intervals do not count towards the overall SLA violation percentage due to the
boundary period used by the providers.

Understand the meaning and values of the parameters from the previous section, how to obtain
them programmatically (which fields to filter) or directly compare them visually.

How to map them to your interests via tailor made comparisons: if someone is interested in
running full-time services they do not care about the difference in the monthly cycle vs actual
usage time of the service feature.

Do not consider the actual values for availability only, since the general case is that these are
not compatible between providers (thus while the value might be the same, e.g. 99.95%, it is
extracted with different formulas).

Consider creating a software component that directly retrieves the available descriptions and
ranks them. Through the SLALOM instantiation way, with the extended usage of numerical
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values, this automated approach is a real enabler for doing generic comparisons without being
caught in the frenzy of marketing numbers.

e Once the selection is finished, monitoring of an SLA is the next step. Through the usage of the
Sample class definition by the providers, a potential SLA auditor will be in an ideal state to
create software agents that may complete the task. Thus selecting providers that have used
such Sample classes is key also for this stage, in order to avoid unnecessary confrontation.
Furthermore, any auditing attempt should be completely adapted to the formulas and
parameters defined by the provider.
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8 Conclusions

Following the analysis documented in the first document of this series of deliverables, this (second
edition) report provides the proposed SLALOM SLA specification / reference model, following and
extending the under-development ISO specification. Furthermore, the report provides a function
enabling the definition of any metric from providers in a unified way. Examples showcasing its
applicability, as well as JSON representative examples of the complete specification are also provided.
Furthermore, concrete guidelines are provided for prospective model adopters. It should be noted that
the SLALOM proposals have also been submitted to the ISO WG in order to be included (if accepted) in
the ISO SLA specification.

Future work includes finalization of the proposed SLA specification and inclusion of legal and privacy
aspects both in the SLA specification and in the SLA lifecycle process through the corresponding
mechanisms that will be proposed.
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10 Glossary of Acronyms

Acronym Definition

Amazon EC2 Amazon Elastic Compute Cloud
Amazon EBS Amazon Elastic Block Size
Amazon S3 Amazon Simple Storage Service
AWS Amazon Web Service

C-SIG Cloud Select Industry Group
CsP Cloud Service Provider

EEA European Economic Area

EFTA European Free Trade Association
EU European Union

laaS Infrastructure as a Service

MSA Master Service Agreement
PaaS Platform as a Service

PWS Pivotal Web Service

Saa$ Software as a Service

SLA Service level Agreement

SLO Service level Objective

SQO Service Qualitative Objective
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